User Guide for Installation and Using Smart ID Card
Reading Software for the Electronic Health Record Sharing
System (eHRSS) and eHealth System (Subsidies) [eHS(S)] —

June 2020

Click the link below to download and install the Smart ID Card Reading Software for every
computer accessing eHS(S) with Smart ID Card Reader:

Operating System Installation link
Windows <Link 1>
<Link 2>
macOS <Link 1>
<Link 2>

Note:

Downloading Smart ID Card Reading Software normally takes less than one minute. If there is
any hiccup during the downloading process, please reboot the computer and download the software
again.

If the computer is used to access both eHRSS and eHS(S) and have already installed the Smart ID
Card Reading Software for eHRSS, there is no need to download and install the software for
eHS(S) again.

Please call Electronic Health Record Sharing System — Healthcare Provider Service Hotline at
34676230 during office hours if you encounter any difficulties about the installation of the Smart

ID Card Reading Software.

For other enquiries, please call 2125 2299 (for Vaccination Subsidy Scheme) or 3582 4102 (for
Health Care VVoucher Scheme).

Contact your own IT support if you fail to install or have NO administrator role to install software.


https://id13.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.exe
https://id22.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.exe
https://id13.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.pkg
https://id22.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.pkg
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1. Installation Procedures
1.1 Installation on Windows

1. Click<Windows Menu> and then <Windows Settings>

2. Click<Accounts>

Settings —

Windows Settings

| |3'-“:J a setting

s> 4 i=

Network & Internet Personalization Apps
Wi-Fi, airplane mode, VPN Background, lock screen, Uninstall, defaults, optional
colors features

2 G ®

Accounts Time & Language Gaming
Your accounts, email, sync, Speech, region, date Game bar, DVR,
work, other people broadcasting, Game Mode

Lo, I_E_I Y
R R~/

Ease of Access Privacy Update & Security
Marrator, magnifier, high Location, camera Windows Update, recovery,




3. Ensure that you can see the word <Administrator>. If not, please contact your own IT
support for assistance.

& Home Your info

| |:"‘:l a setting |

Accounts

I A= Yourinfo

= Email & app accounts

@, Sign-in options

B=d  Access work or school
£, Other people Create your picture
2 Syncyour settings @ Camera

|], Browse for one

Have a question?

Get help

Make Windows better

4. Download the Smart ID Card Reading Software installer to “C:\”

Operating System Installation link
Windows <Link 1>
<Link 2>

5. Right-click <SmartHKIDCardReadingSoftware> and select <Run as administrator>

Mame Date modified Type Size

(& SmartHKIDCardReadingSoftware o 2,165 KB
pen

$ Run as administrator

e o N ey Ty TN O



https://id13.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.exe
https://id22.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.exe

6. Select <English> and click<OK>

Installer Language >

{ s Please select a language.

Enalish w
[ oc Il oo

7. Click <Install>

(51 Setup - Smart HKID Card Reading Software 1.0 -

Welcome to Smart HKID Card
Reading Software Setup

Setup will guide you through the installation of Smart HKID
Card Reading Software.

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Install to start the installation.

Install Cancel

8. Wait while the installation is in progress

(1 Setup - Smart HKID Card Reading Software 1.0 —

Output folder: C:\eHSIdeasComboltmpleHs
Output folder: C:YeHSIdeasCombo'bin
Extract: IdeasComboClient.exe... 100%
Qutput folder: C:\eHSIdeasComba'bin
Extract: GpuClient.exe... 100%:

COutput folder: C:YeHSIdeasCombo'bin
Extract: IdeasComboSmart32.dll... 100%
Output folder: C:YeHSIdeasCombo'hin
Output folder: C:YeHRIdeasCombeitmpieHR

Installing o
Please wait while Smart HKID Card Reading Software is being installed. R._J }
W el
Extract: InstallsSL.omnd... 100% ~

< Dack HEXT = Lanc




9. Click <Finish>

31 Setup - Smart HKID Card Reading Software 1.0 —

Completing Smart HKID Card
Reading Software Setup

Smart HKID Card Reading Software has been installed on
your computer.,

Click Finish to dose Setup.
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10. Right-click the Task Bar at the bottom of the screen and select <Task Manager>

Task Manager

Lock all taskbars

Page 16 of 40 3 of 14
¥ Taskbar settings

11. Click <Services> and ensure that four Smart ID Card Reading Software related services
are running

15l Task Manager - O X

File Options View
Processes Performance  App history  Startup  Users Details

=

MName PID Description Status Group
o eHRSSHKIDCardReading5oftware 5548 eHR55 HKID Card Reading Software Running
o eHRSSHKIDCardReadingSoftwarelpdater 11324 eHRSS HKID Card Reading Software Updater Running
o eHSHKID CardReadingSoftware 11836 eHS HKID Card Reading Software Running
o eHSHKID CardReadingSoftwarellpdater 11412 eHS5 HKID Card Reading Software Updater Running




12. Right-click the log files “GpuClient” in “C:\eHRIdeasCombo\log” and
“C:\eHSldeasCombo\log” and select <Open> after 2 minutes

This PC » Windows (C:) » eHRIdeasCombo » log

o

MName Date modified Type Size

] ﬁ ﬂ 14KB
“lGp Open

This PC » Windows (C:) » eHSldeasCombo » log

-~

~

~ Mame Date modified Type Size
=] GpuClient 9 KB
l u
Hrint

13. Search HTTP status by clicking <Edit>, <Find> and input ‘HTTP status’

Bl GpuClient.log - Notepad

Format View Help

Egg Undo Ctri+Z
[202 Cut Ctrl+X
Egg Copy Ctrl+C
[202 Paste Ctrl+V
[202 Delete Del
Egg Search with Bing... Ctrl+E
CH Find... Ctrl+F
[20: Find Mext F3
Egg Replace... Ctrl+H
[2[}2 Go To... Ctrl+G
[202 Select All Crl+A
202

%2[}2 Time/Date F5

rrdwhat: [rpoated ] | [ Feanes |

Direction Cancel

[ ] Match case (D) Up (® Dawn

[ ]Wrap around




14. Ensure that <HTTP status> is 200 or 204

[0x00000b68] [info] [0x00000€9c] ID: G939, status = active
[0x00000p68] [info] [0x0000065c]j bascURL
[0x00000p68] [trace] [0x000006Sc V=3C68746d6c3e3c68656164323CT746974
[0x00000B63] [trace] [Ox000006%c] Server ptr lpszHostName: sup.core.ehr.gov.hk

[0x00000B63] [trace] [Ox000006%c] Server ptr length: 18

[0x00000RE3] [trace] [0x000006%c] Resource length: /epatch/patch

[0x00000b68] [trace] [0x0000065c] Port: 443

[0x00000b6€8] [trace] [0x000006%c] getCurrentUserProcessIdByExplorer (): USERNAME:

[0x00000b68] [trace] [0x000006%c] getCurrentUserProcessIdByExplorer(): result: 7256
[0x00000b6€8] [error] [0x000006%c] getCurrentUserProcessId(): result: 7256
[0x00000b68] [info] [0x00000€%c] Impersonate(): Impersonated a user:

[0x00000b€3] [trace] [Ox000006%c] winhttp(): WPAD used

[0x00000b6&8] [trace] [Ox000006%c] winhttp(): Automatic Proxy Server:
[0x00000b&8] [trace] [Ox0000065c] winhttp(): Proxy Server:
[0x00000b&8] [info] [0x00000€59c] Search Credentials...

[0x00000b62] [info] [0x0000069c] Proxy O:

[0x00000b62] [info] [0x0000069c] Proxy O (found): O

[0x00000b68] [info] [0x0000069c] WinHttpSetCption(): Set Option for WINHTTP_OPTION_SECURE_PROTOCCLS successfully
[0x00000b€8] [trace] [0x0000068c] getCurrentUserProcessIldByExplorer(): USERNAME:

[0x00000b68] [trace] [0x000006%c] getCurrentUserProcessIdByExplorer(): result: 7256

[0x00000b68] [error] [0x000006%c] getCurrentUserProcessId(): result: 7256

[0x00000b68] [info] [0x00000€9c] Impersonate (): Impersonated a user:

[0x00000p68] [info] [0x00000€9c] Configure Proxy Server for url with
[0x00000b68] [info] [0x00000€69c] WinHttpGetProxyForUrl () Proxy server:
[0x00000b68] [info] [0x00000€9c] Proxy Server used:

[0x00000b68] [info] [0x00000€9c] Search Credentials...

[0x00000bE3] [info] [0x000006%c] Proxy 2@

[0x00000b&3] [info] [0x000006%c] Proxy 2 (found): O

[0x00000p6€3] [info] [0x00000€9c] Proxy 2 Username:

[0x00000k6€8] [error] [Ox000006%c] Not WinHttpSetCption: 0O
[0x00000k68] [trace] [0x000006%c] RevertBackUser(): End impersonation
[0x00000b68] [info] [0x0000065c] WinHttpOpenReguest() RC: 0
[0x00000b68] [info] [0x00000€%c] Console: false

[0x00000b68] [info] [0x0000065c]

[0x00000b68] [trace] [0x000006%c] RevertBackUser (): End impersonation

[0x00000b68] [trace] [0x0000065c] ok ot dnl 2N
[0x00000b68] [trace] [0x000006Sc]§HITP status = 204
[0x00000b68] [error] [0Ox000006%c] Error Getting version. ID: 9999

[0x00001dfe] [info] [0x00000bb4
[0x00001ldfc] [info] [0x00000bb4 M bascURL
[0x00001ldfc] [trace] [0x00000bb
[Ox00001dfc] [trace] [0x00000kk4] Server ptr lpszHostName: sup.core.ehr.gov.hk
[0x00001dfc] [trace] [0x00000bb4] Server_ptr length: 1%

[0x00001dfc] [trace] [0x00000bb4] Resource length: /epatch/patch

[0x00001dfc] [trace] [0x00000bb4] Port: 443

[0x00001dfec] [trace] [0x00000kb4] getCurrentUserProcessIdByExplorer(): USERNAME:
[0x00001dfec] [trace] [0x00000kk4] getCurrentUserProcessIdByExplorer(): result: 7256
[0x00001dfc] [error] [0x00000kkb4] getCurrentUserProcessId(): result: 7256
[0x00001dfc] [info] [0x00000kk4] Impersonate(): Impersonated a user:

[0x00001dfc] [trace] [0x00000bb4] winhttp(): WPAD used

[0x00001dfc] [trace] [0x00000bb4] winhttp(): Automatic Proxy Server:

[0x00001dfec] [trace] [0x00000kk4] winhttp(): Proxy Server:

[0x00001dfec] [info] [0x00000kk4] Search Credentials...

[0x00001dfc] [info] [0x00000bb4] Proxy O:

[0x00001dfc] [info] [0x00000kk4] Proxy 0 (found): O

Aobire
.core.ehr.gov.hk/epatch/patch

CE874606c3e3C068656164323CT46974

[0x00001dfc] [info] [0x00000bb4] WinHttpSetOption(): Set Option for WINHTTP OPTION SECURE PROTOCOLS successfully
[0x00001dfc] [trace] [0x00000bb4] getCurrentUserProcessIdByExplorer(): USERNAME:

[0x00001dfc] [trace] [0x00000kbk4] getCurrentUserProcessIdByExplorer(): result: 7256

[0x00001dfec] [error] [0x00000kkb4] getCurrentUserProcessId(): result: 7256

[0x00001dfc] [info] [0x00000kk4] Impersonate (): Impersonated a user:

[0x00001dfc] [info] [0x00000kk4] Configure Proxy Server for url with
[0x00001dfc] [info] [0x00000kk4] WinHttpGetProxyForUrl() Proxy server:
[0x00001dfc] [info] [0x00000kb4] Proxy Server used:

[0x00001dfc] [info] [0x00000kbk4] Search Credentials...

[0x00001dfc] [info] [0x00000bb4] Proxy 2:

[0x00001dfc] [info] [0x00000bb4] Proxy 2 (found): O

[0x00001dfec] [info] [0x00000kk4] Proxy 2 Username:

[0x00001dfc] [error] [0x00000kb4] Mot WinHttpSetOptiom: 0

[0x00001dfc] [trace] [0x00000bb4] RevertBackUser(): End impersonation
[0x00001dfc] [infa] [0x00000bb4] WinHttpOpenRequest () RC: O
[0x00001dfc] [info] [0x00000bb4 ] ol —
[0x00001dfc] [info] [0x00000kk4]

[Ox00001dfc] [trace] [0x00000kk4 End impersconation

[0x00001dfc] [trace] [0x00000bb4] Mefgori oooblen
[0x00001dfc] [trace] [0x00000bb4]lHTTP status = 204
[0x00001dfc] [error] [0x00000bb4] Error Getting wversion. ID: 9898

15. If HTTP status is 200 or 204, the installation is completed successfully. Please re-login
eHS(S) to use the new Smart ID Card Reading Software

16. If HTTP status is NEITHER 200 NOR 204, please re-install Smart ID Card Reading

Software in user mode by following the procedures for Installation on Windows (User

Mode)

For Firefox users, please click here and follow the procedures to import the required
digital certificates

17

Back to top
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Installation on Windows (User Mode)

1. Click<Windows Menu> and then <Windows Settings>

2. Click <Accounts>

Settings

Windows Settings

| |:"":J a setting

&

Network & Internet

Wi-Fi, airplane mode, VPN

K

Accounts

Your accounts, email, sync,

work, other people

-
Lo
-

Ease of Access

Narrator, magnifier, high

Z

Personalization

Background, lock screen,

Colors

L
O

Time & Language
Speech, region, date

-

Privacy
Location, camera

Apps
Uninstall, defaults, optional
features

®

Gaming
Game bar, DVR,
broadcasting, Game Mode

Y
R~/

Update & Security

Windows Update, recavery,




3. Ensure you can see the word <Administrator>. If not, please contact your own IT support
for assistance.

& Home Your info

| |:"“ a setting |

Accounts

I A= Your info

=1 Email & app accounts

Q. Sign-in options

B=3  Access work or school

R, Other peaple Create your picture
3 Sync your settings @ Camera

|] Browse for one

Have a question?

Get help

Make Windows better

4. Download the Smart ID Card Reading Software installer to “C:\”

Operating System Installation link
Windows <Link 1>
<Link 2>

5. Click<Windows Menu> and expand <Windows System>

=

Windows Accessories

Windows Administrative Tools
Windows Defender Security Center
Windows Ease of Access ™
Windows PowerShell v

Windows System v

M

L
R
da
w
L
L
i
O

A2
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https://id13.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.exe
https://id22.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.exe

6. Right-click <Command Prompt> and select <More> and then <Run as administrator>’

w
l Windows Accessories
l Windows Administrative Tools
% Windows Defender Security Center

l Windows Ease of Access

l Windows PowerShell

. Windows System

Command Prompt

X -2 Pin to Start
Control Panel

More )
m File Explorer -3 Pin to taskbar

| 03 Run as administrator
B Run X -

D Open file location
g Task Manager

8 ThisPC

-

JORN )

7. Execute the Smart ID Card Reading Software installer with “USERMODE” option by
typing the words as shown below and then press ‘Enter’

EE Administrator: Cormmand Prompt - O *

C:hv=SnartHEIDCardRead ingSoftware. exe /USERMCDE

8. Select <English> and click <OK>

Installer Language >

C:.._.'- Please select a language.

¢
English w
o ]| conce

11



9. Click <Install>

(3} Setup - Smart HKID Card Reading Software 1.0 - x

Welcome to Smart HKID Card
Reading Software Setup

Setup will guide you through the installation of Smart HKID
Card Reading Software.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Install to start the installation.

Install Cancel

10. Wait while the installation is in progress

(o) Setup - Smart HKID Card Reading Software 1.0 —

Cutput folder: C:\eHSIdeasCombo\tmpieHS

Cutput folder: C:\eHSIdeasComba'\bin

Extract: IdeasComboClient.exe... 100%

Cutput folder: C:\eHSIdeasComba'\bin

Extract: GpuClient.exe... 100%

Cutput folder: C:\eHSIdeasComba'\bin

Extract: IdeasComboSmart32.dll... 100%

Cutput folder: C:\eHSIdeasComba'\bin

Cutput folder: C:\eHRIdeasCombo'tmpieHR v

Installing o
Please wait while Smart HKID Card Reading Software is being installed. E 9 )
P = tkimaaiei
Extract: InstallSSL.and... 100% -

11. Click <Finish>

(i) Setup - Smart HKID Card Reading Software 1.0 —

Completing Smart HKID Card
Reading Software Setup

Smart HKID Card Reading Software has been installed on
your computer,

Click Firish to close Setup.

12



12. Input your <User name> and <Password>, click <Remember me> and click <OK> after 2
minutes

Windows Security

eHRSS HKID Card Reading Software Updater

eHR55 HKID Card Reading Software Updater requires user name
and password for proxy server authentication.

Password

Remember me

Windows Security

eHS HKID Card Reading Software Updater

eH5 HKID Card Reading Software Updater requires user name
and password for proxy server authentication.

Password

Remember me

e e

13



13. Right-click the Task Bar at the bottom of the screen and select <Task Manager>

Task Manager

Lock all taskbars

Page 16 of 40 3 of 14
¥ Taskbar settings

14. Click <Startup> and ensure that four Smart ID Card Reading Software related
applications are enabled

12l Task Manager —
File Options  View

Processes Performance App histuryUsers Details  Services

15. Right-click the log files “GpuClient” in “C:\eHRIdeasCombo\log” and
“C:\eHSldeasCombo\log” and select <Open>

This PC » Windows (C:) » eHRldeasCombo » log

e

- Marne Date modified Type Size

uChent -
GpucCli Open 14 KB

This PC » Windows (C:) * eHSldeasCombo » log

e

” MName Date modified Type Size
GpuClient 9 KB
|=| GpuClien I Open w
Frnt

Last BIOS time: 0.0 seconds

Marmne Publisher Status Startup impact
i eHRSS HKID Card Reading Software Food and Health Bureau Enabled Mot measured
eHR55 HKID Card Reading Software Updater Food and Health Bureau  Enabled Mot measured
i eHS HKID Card Reading Software Department of Health Enabled Mot measured
eH5 HEKID Card Reading Software Updater Departrnent of Health Enabled Mot measured

14



16. Search HTTP status by clicking <Edit>, <Find> and input ‘HTTP status’

d

Format  View Help

202 ndo Ctrl+Z
[202 Cut Ctrl+X
[202 Copy Ctrl+C
Egg Paste Ctrl+V
[202 Delete Del
Egg Search with Bing... Ctrl+E
CH| Find... Ctrl+F |
[20Z Find Med =
202 o

place... Ctrl+H
202
%2[}2 Go To... Ctrl+G
[202 Select All Ctrl+ &
202
%2 0z Time/Date F5

Find what: I|‘r|_'tp status] | | [nated ]

Direction Cancel

[ ] Match case (O Up (@) Down

[ ] Wrap around

17.Ensure that <HTTP status> is 200 or 204

[0x00000kb&8] [info] [Ox000006%9c] ID: S999, status = active

[0x00000b68] [info] [0x000006%c]fbaseURL: https://sup.core.ehr.gov.hk/epatch/patch
[Ox00000b&8] [trace] [0x00000&%c T oa— V=3Cc68T746d6c3e3cE86561643e3CT46974
[0x00000b68] [trace] [0x0000068c] Server_ ptr lpszHostName: sup.core.ehr.gov.hk
[0=x00000b&6] [trace] [Ox000006%5c] Server ptr length: 1%

[0=x00000kb&8] [trace] [Ox00000&6%9c] Resource length: /epatch/patch

[Ox00000b&8] [trace] [0x00000€Sc] Port: 443

[0x00000bE8] [trace] [0x000006%c] getCurrentUserProcessIdByExplorer(): USERNAME:
[0x00000bE8] [trace] [0x000006%c] getCurrentUserProcessIdByExplorer(): result: 7256
[0x00000b&8] [error] [0x000006%c] getCurrentUserProcessId(): result: T256
[0X00000b68] [info] [OxX0000069c] Imperscnate(): Impersonated a user:

[0=x00000kb68] [trace] [0Ox000006%c] winhttp(): WPAD used

[0=x00000k&8] [trace] [0Ox000006%9c] winhttp(): Automatic Proxy Server:

[0x00000b&B] [trace] [Ox0000069c] winhttp(): Proxy Server:

[0x00000kb&8] [info] [Ox000006%c] Search Credentials...

[0x00000b68] [info] [0x000006%9c] Proxy O:

[0x00000b68] [info] [0x000006%9c] Proxy O (found): O

[0x00000b&8] [info] [0x0000069c] WinHttpSetOption(): Set Option for WINHITP_OPTION SECURE_PROTOCOLS successfully
[0=x00000kb68] [trace] [0x000006%c] getCurrentUserProcessIdByExplorer(): USERNAME:
[0x00000b&B] [trace] [Ox000006%c] getCurrentUserProcessIdByExplorer(): result: 725&
[0x00000b&B] [error] [Ox0000069c] getCurrentUserProcessId(): result: 7256
[0x00000kb&8] [info] [0x000006%c] Impersonate(): Impersonated a user:

[0x00000b&8] [info] [0Ox000006%c] Configure Proxy Server for url with

[0x00000kb&8] [info] [Ox000006%9c] WinHttpGetProxyForUrl|() Proxy server:

[0X00000b68] [info] [Ox0000069c] Proxy Server used:

[0=x00000kb68] [info] [0x00000&€%c] Search Credentials...

[Ox00000bEE] [info] [Ox0000069c] Proxy 2:

[Ox00000b6&8] [info] [0x000006%c] Proxv 2 (found): O

[0x00000k&8] [info] [Ox000006%9c] Proxy 2 Username:

[0x00000bE8] [error] [0x000006%c] Mot WinHttpSetOptionm: O

[0x00000kbE8] [trace] [0x000006%9c] RevertBackUser(): End impersonation

[0X00000bES] [info] [OX0000069c] WinHtcpOpenRequest() RC: O

[0=00000keE] [info] [O=x000006%c] Conscle: false

[0x00000b&E] [info] [Ox00000&9c]

[0x00000b&B] [trace] [0x000006%c] RewvertBacklUser : End impersonation

[0x00000b68] [trace] [0x000006%9c) Jlekua prollemo o
[0x00000L6E8] [trace] [0x0000069c]lHITP status = 204
[0x00000bEE8] [error] [0x000006%9c] EXror Getting version. ID: 99995




[0x%00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dfc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x%00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dfc]
[0x%00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dfc]
[0x%00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dfc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]
[0x00001dEc]

[info] [0x00000bb4
[info] [0x00000bh4 ) baseUR https://sup.core.ehr.gov.hk/epatch/patch

[trace] [0x00000bb 5] arams.: a-—c. o= W=2C60746d6c3e3c686561643e3CT469T4
[trace] [0x00000bb4] Server ptr lpszHostName: sup.core.ehr.gov.hk

[trace] [0x00000bb4] Server ptr length: 19

[trace] [0x00000bk4] Resource length: /epatch/patch

[trace] [0x00000kbkb4] Port: 443

[trace] [0x00000bb4] getCurrentUserProcessIdByExplorer (): USERNAME:

[trace] [0x00000bkb4] getCurrentUserProcessIdByExplorer(): result: 7256

[exroxr] [0x00000kk4] getCurrentUserProcessId(): result: 7256

[info] [0x00000kb4] Impersonate(): Impersonated a user:

[trace] [0x00000bb4] winhttp(): WPAD used

[trace] [0x00000bb4] winhttp(): Automatic Proxy Server:

[trace] [0x00000bb4] winhttp(): Proxy Server:

[info] [0x00000kb4] Search Credentials...

[info] [0x00000bb4] Proxy 0:

[info] [0x00000kk4] Proxy 0 (found): O

[info] [0x00000bb4] WinHttpSetOption(): Set Option for WINHTTP OPTION SECURE_PROTOCOLS successfully
[trace] [0x00000bb4] getCurrentUserProcessIdByExplorer (): USERNAME:

[trace] [0x00000bb4] getCurrentUserProcessIdByExplorer (): result: 7256

[exrror] [0x00000bb4] getCurrentUserProcessId(): result: 7256

[info] [0x00000kbb4] Impersonate(): Impersonated a user:

[info] [0=x00000kb4] Configure Proxy Sexrver for url with
[info] [0x00000bb4] WinHttpGetProxyForUrl () Proxy server:
[info] [0x00000bb4] Proxy Server used:

[info] [0x00000bb4] Search Credentials...

[info] [0x00000bb4] Proxy 2:

[info] [0x00000kbb4] Proxy 2 (found): O

[info] [0x00000kkb4] Proxy 2 Username:

[exrroxr] [0x00000kk4] Not WinHttpSetOption: O

[trace] [0x00000bb4] RevertBackUser(): End impersonation
[info] [0x00000bb4] WinHttpOpenReguest() RC: 0

[info] [0x00000bb4] s =12

[info] [0x00000bb4]JHTITP status: 204

[trace] [0x00000bk4] RevertBackUser(): End impersonation

[trace] [0x00000bb4] Jleria Eraklen
[trace] [0x00000bb4]HTTP status = 204
[error] [0x00000bb4] Error Getting version. ID: 9999

18. If HTTP status is 200 or 204, the installation is complete. Please re-login eHS(S) to use
the new Smart ID Card Reading Software

19. For Firefox users, please click here and follow the procedures to import the required
digital certificates

Back to top
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1.2 Installation on macOS

Download the Smart ID Card Reading Software installer to
“/Users/<current_user>/Downloads”

Operating System

Installation link

macOS

<Link 1>
<Link 2>

* SmartHKIDCardReadingSoftware.pk

Right-click <SmartHKIDCardReadingSoftware> and select <Open>

Date Modified

Open
Open With

3. Click <Ope

n>

“SmartHKIDCardReadingSoftware pkg” can’t
be opened because Applecannot checkit for

malicious software.

This software needs to be updated. Contact the

developer for more information.

4. Click <Continue>

Introduction

¥ |nstall Smart HKID Card Readin

Cancel

Welcome to the Smart HKID Card Reading Software Installer

You will be guided through the steps necessary to install this

software.

Continue

17


https://id13.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.pkg
https://id22.hcv.gov.hk/ideas2/resources/client/SmartHKIDCardReadingSoftware.pkg

5. Click <Install>

Introduction
Destination Select

Installation Type

Standard Install on "Macintosh HD"

This will take 9.8 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk "Macintosh HD".

Change Install Location...

Go Back Install

6. Click <Continue Installation>

(5] #® |nstall Smart HKID Card Reading Software

Introductit g A

Destinatio

Installatic

When this software finishes installing, you
must restart your computer. Are you sure
you want to install the software now?

: g ft
Cancel Continue Installation e

Change Install Location...

Go Back Install

18



7. Place your finger on Touch ID or click <Use Password...>

8.

Installing Smart HKID Card Reading Software

Introduction
Destination Select
Installation Type

Installation

Preparing for installation...

Installer is trying to install new software.

Touch ID or enter your password to allow this.

Use Password...

Input your <Username> and <Password>, then click <Install Software> if necessary

Installing Smart HKID Card Reading Software

Introduction
Destination Select
Installation Type

S Preparing for installation...

Installer is trying to install new software.

Enter your password to allow this.

Username: |

Password:

Cancel Install Software

19



9. Click <Restart>

Introduction
Destination Select
Installation Type
Installation

Summary

® |nstall Smart HKID Card Reading Software

The installation was completed successfully.

The installation was successful.

The software was installed.

Click Restart to begin installing the software.

10. Click Launchpad and then <Other>

OPEPERIRORRKREPUT=IVOO -
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11. Click <Activity Monitor>

DuckTime ayer

Iiga Capturs

Keyoain Accees

CokeSyne Uttty

Sersnshor

Other

oS

)

Mamatse

3

Eluateotn Fik Exchange

Soript Editor Disk Utiliy.

o

Mehfes $PO_isining Teol

bhidkid

Ak MDI Setup

Digtat Cotour Meter

12. Click <CPU> and ensure that four Smart ID Card Reading Software related services are

running

Process Name

eHRSSSmartHKIDCardReadingSoftware

eHRSSSmartHKIDCardReadingSoftwareUpdater

eHSSmartHKIDCardReadingSoftware

eHSSmartHKIDCardReadingSoftwareUpdater

doci

Memory

% CPU

Energy  Disk

CPU Time  Threads

0.05
0.04
0.05
0.04

Network

Q

Idle Wake-Ups % GPU GPU Time PID User

0.0
0.0
0.0

0.00
0.00
0.00
0.00

administrator
root
administrator
root

13. Right-click the log files “GpuClient.log” in “/Users/Shared/eHRIdeasCombo/log/” and
“/Users/Shared/eHSIdeasCombo/log/” and select <Open With> and then <TextEdit>
* after 2 minutes

eHRIdeasCombo
eHSldeasCombo
Previously Relocated Items

eHRIdeasCombo
eHSldeasCombo
Previously Relocated Items

> bin
B GpuClient.ini
B GpuClient.xml

log

tmp

bin
» B GpuClient.ini
B GpuClient.xml
log
tmp

E GpuClient.log
Oben

Open With
Move to Bin

Get Info

Rename

Compress “GpuClient.log”
Duplicate

:: GpuClient.log Onest

Open With

Move to Bin

Get Info
Rename

Compress “GpuClient.log"”

Duplicate

- Console (default)

) Instruments
# Notes

s Numbers
@ Pages

B TextEdit

Console (default)

) Instruments
¥ Notes

iy Numbers
@ Pages

B TextEdit
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14. Search Http Status by clicking <Edit>, <Find>, <Find> and input ‘HTTP status’

@ TextEdit File | Edit Format View Window Help

[ N
020-06-24 14:35:58.75! /
2020-06-24 14:35:58.75! s/Shared/eHRIdeasCombo/bin
2020-06-24 14:35:58.75' ﬁ ion..
2020-06-24 14:35:58.76' A s/Shared/eHRIdeasCombo/bin/
2020-06-24 14:35:58.76; ML 1: /Users/Shared/eHRIdeasCombo/GpuClient.
2020-06-24 14:35:58.76: acheZipDir 1: /Users/Shared/eHRIdeasCombo/tmp
2020-06-24 14:35:58.76; atcherURL ]: https://sup.core.ehr.gov.hk/epatch/patd
2020-06-24 14:35:58.76. and Mat deas_url 1: https://127.0.0.1:44828/GetInfo
2020-06-24 14:35:58.76. Dolate atchtime 1:
2020-06-24 14:35:58.76; 2 ig /Users/Shared/eHRIdeasCombo/bin/config.properties
2020-06-24 14:35:58.76; Complete TOCOL = 2
2020-06-24 14:35:58.76. Select All
2020-06-24 14:36:58.81 Shared/eHRIdeasCombo/GpuClient.xml
2020-06-24 14:36:58.81! 1//127.0.0.1:44828/GetInfo
2020-06-24 14:36:58.84 Insert
2020-06-24 14:36:58.84| Atiach File:
2020-06-24 14:36:58.84:
2020-06-24 14:36:58.84: Add LINK... parsed: 2
2020-06-24 14:36:58.84
2020-06-24 14:36:58.84; Find Find... BF
gg%g_gg_gi ﬂgggggg:gi Spelling and Grammar Find and Replace... @ \3F ‘gtCh
2020-06-24 14:36:59.05| Substitutions Find Next 86
2020-06-24 14:36:59.05’ : . :
2020—06-24 14:36:50.95 Iransformations Find Previous 0 %G
2020-06-24 14:36:59.05 Speech >
5353_33_53 13132:23'32‘ : gt Jump to Selection #J

£295 33 Start Dictation... fnfn :

2020-06-24 14:36:59.05 _. n Select Line...
2020-06-24 14:36:59.16! EMOji & Symbols #Space .
2020-06-24 14:36:59.16Y9 |vvvvuL4A] CRKUK: Nelwork prootem? Status = 204
2020-06-24 14:36:59.169 [00000C4A] ERROR: Error checking version with server
2020-06-24 14:36:59.169 [00000C4A] INFO: End loop -332380976

0
head><title>IDEAS Client Info</title></head><body><h1>

@ Finder File Edit View Go Window Help

HTTP status

2020-06-24 14:35:58.758 [00000C4A] INFO: Starting in T

2020-06-24 14:35:58.759 [00000C4A] INFO: Version 1.0/Users/Shared/eHRIdeasCombo/bin

2020-06-24 14:35:58.759 [00000C4A] INFO: Check configuration..

2020-06-24 14:35:58.761 [00000C4A] INFO: Writing to /Users/Shared/eHRIdeasCombo/bin/

2020-06-24 14:35:58.762 [00000C4A] INFO: Configuration [XML 1: /Users/Shared/eHRIdeasCombo/Gp|
2020-06-24 14:35:58.762 [00000C4A] INFO: [cacheZipDir ]: /Users/Shared/eHRIdeasCombo/tm
2020-06-24 14:35:58.762 [00000C4A] INFO: [patcherURL 1: https://sup.core.ehr.gov.hk/ep
2020-06-24 14:35:58.762 [00000C4A] INFO: [ideas_url 1: https://127.0.0.1:44828/GetInf
2020-06-24 14:35:58.762 [00000C4A] INFO: [batchtime I

2020-06-24 14:35:58.762 [00000C4A] INFO: Reading TLS config /Users/Shared/eHRIdeasCombo/bin/config.prop
2020-06-24 14:35:58.762 [00000C4A] INFO: EAS_SECURITY_PROTOCOL = 2

2020-06-24 14:35:58.762 [00000C4A] INFO: Pending..

2020-06-24 14:36:58.811 [00000C4A] INFO: Reading: /Users/Shared/eHRIdeasCombo/GpuClient.xml

2020-06-24 14:36:58.818 [00000C4A] INFO:..Reaquaestina httnc://127.0.0.1:44828/GetInfo

2020-06-24 14:36:58.841 [00000c4A] ERROR: [N 2°°

2020-06-24 14:36:58.841 [00000C4A] INFO:—Respuiise <iitit><iicad><title>IDEAS Client Info</title></head><b
2020-06-24 14:36:58.844 [00000C4A] INFO: Matches 1

2020-06-24 14:36:58.844 [00000C4A] INFO: Total component parsed: 2

2020-06-24 14:36:58.844 [00000C4A] INFO: Processing: 9999

2020-06-24 14:36:58.844 [00000C4A] INFO: Checking with server: 9999

2020-06-24 14:36:58.844 [00000C4A] INFO: Requesting https://sup.core.ehr.gov.hk/epatch/patch

2020-06-24 14:36:58.844 [00000C4A] INFO: _Reauestina params: a=chk&c=EPATCHEHRMAC&v=312e30

2020-06-24 14:36:59.051 [00000C4A] ERROR: [Http Status|: 204

2020-06-24 14:36:59.051 [00000C4A] ERROR: NETWOrK probléms Status = 204

2020-06-24 14:36:59.051 [00000C4A] ERROR: Error checking version with server

2020-06-24 14:36:59.051 [00000C4A] INFO: Processing: 9999

2020-06-24 14:36:59.051 [00000C4A] INFO: Checking with server: 9999

2020-06-24 14:36:59.051 [00000C4A] INFO: Requesting https://sup.core.ehr.gov.hk/epatch/patch

2020-06-24 14:36:59.051 [00000C4A] INFO: Requesting params: a=chk&c=IDEASEHRMAC&v=312e30

2020-06-24 14:36:59.169 [00000C4A] ERROR: [Http Status|: 204

2020-06-24 14:36:59.169 [00000C4A] ERROK: Network problems Status = 204

2020-06-24 14:36:59.169 [00000C4A] ERROR: Error checking version with server

2020-06-24 14:36:59.169 [00000C4A] INFO: End loop -332380976




GpuClient[166:833

GpuClient [166:833
GpuClient [166:833
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)
GpuClient [166:833)

15. Ensure that <Http Status> is 200 or 204

TDFASMAC Checkina with server.
https://sup.core. ehr.gov.hk/epatch/patch
a=CNK&C=LDEASEHRMALAV={ LENgTN=3, by1a5=0x312e30}

Requestxng :
Requesting params:
Protocol @

Http Status: 204
Network problem? CD: @, Status = 204

Error checking version with server. Ignored.

Processing ID: [EPATCHMAC], [EPATCHEHRMAC] Status: [active]

ID: EPATCHMAC Checkina with server...

Requesting : https://sup.core.ehr.gov.hk/epatch/patch

Requesting params: a=chk&c=EPATCHEHRMAC&v={length=13,bytes=0x4d41432e522e323032302e3033}
Protocoal @

Http Status: 204

Network problem? CD: @, Status = 204
Error checking version with server.
End loop. (140480757124544)

Ignored.

ID: _TDFASMAC Checking with server..

Requesting : https://sup.core.ehr.gov.hk/epatch/patch

Requesting params: a=chk&c=IDEASEHSMACS&v={length=3, bytes=0x312¢30)
Frotocol @

Http Status: 204

Network problem? CD: @, Status = 204

Error checking version with server. Ignored.

Processing ID: [EPATCHMAC], [EPATCHEHRMAC] Status: [active)

1D: EPATCHMAC Checking with server...

Requesting : https://sup.core.ehr.gov.hk/epatch/patch

Requesting params: a=schKSc=EPATCHEHAMACAv={length=13,bytes=0x4d41432e522323032302¢3033)
Protocnl A

Http Status: 204

Network problem? CD: @, Status = 284

Error checking version with server. Ignored.

End loop. (140480757124544)

16. If <Http Status> is 200 or 204, the installation is completed successfully. Please re-login

eHS(S) to use the new Smart ID Card Reading Software

17. For Firefox users, please click here and follow the procedures to import the required

digital certificates

Back to top
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1.3 Importing of Digital Certificate into Firefox for Windows

(for Firefox Users Only)

Skip this part if you are not using Firefox as your browser

1. Click <Windows Menu> and then <Firefox>

"5 Firefox

G
Q Get Help

8 Gnhanla Chramea

Jol ) m e

2. Click <Open menu> and then <Options>

n @O & E
>

@ Sign in to Firefox
bin Privacy Protections

B} Mew Window Ctrl+ N
&3 MNew Private Window Ctrl+5Shift+P

a Restore Previous Session

Zoom — o 4+ A
Edit ¥ b g
1Y Library 5

w0 | ogins and Passwords
W Ldd-ons Ctrl+5Shift+ 4

#7  Custormize...




Click <Privacy & Security> and then <View Certificates...>

-2 Ca

'ﬁ General
m Home
q Search

E Privacy 8 Sscurity

E Sync

B} Firafor  aboubpraferras®privacy

Firefox Data Collection and Use

e strive 10 provide wou with Craices aed colledt only wing we read o provide sd imgrove
Firefow far evenyone. We always o permissian before receiving personad information

Privacy Motice

Albaw Fipelon bo send techrecal and inderactian cada o Mazila Leam more

Albow Firefoo b make personalized extersan rscommerdatans Learn mane

Albaw Firefoo ta install ard ron stucies Yiew Firefoo shadies

Allaw: Firefow o send bagklogged orash regoets an your behalf Learn meare
Security
Deceplive Content and Dangeraus Software Protection
| Block dangerous and deceptive content Leam more
| Block dangerous downlosds
| WA o sl unwaeed aeed UnCameice saftwane
Certificates
‘e & server requests your personal cerificate
Select ore astomatically
®) fsk you every bime
v CQueny OCSP rezponder servers ba canfirm the current validity of View Certificates..
cerificabes
& Exbensicrs £ Themes Secuity Devices,.
@ Fireton Suppent
- : b
Click on <Servers> and then <Add Exception...>
Certificate Manager
Your Certificates People Servers Authorities
You have certificates on file that identify these servers
Certificate MName Server Lifetime Expires On =)
~ DigiMotar
DigiNotar Root CA * Permanent Tuesday, April 1, 2025
~ DigiMotar B.V.
DigiMNotar PKloverheid... * Permanent Maonday, March 23, 20...
ey Export... Delete.., Add Exception...

oK
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5. Input “https://127.0.0.1:44828” in <Location> and click <Get Certificate>

Certificate Manager X

Your Certificates People Servers Authorities

You havh Add Security Exception >

You are about to override how Firefox identifies this site.

. Legitimate banks, stores, and other public sites will not ask you to do
~DigiN — this.

Dif Mlocation: |https://127.0.0.1:44828 I

Certifig

a

025
~ DigilN View...
Di Permanently store this exception , 20...
Confirm Security Exception Cancel
Export... Delete... Add Exception...
oK

6. Select <Permanently store this exception> and <Confirm Security Exception>

Certificate Manager X

Your Certificates People Servers Authorities

You havy Add Security Exception X

i A You are about to override how Firefox identifies this site.
Certifig

a

; , I! ) Legitimate banks, stores, and other public sites will not ask you to do
~DigiN — this.

Di{ Location: |https:ff12?.ﬁ.0.1:44828 Get Certificate | 025

~ DigiN  This site attempts to identify itself with invalid information. View...

Dif Unknown ldentity L 20...

The certificate is not trusted because it hasn't been verified as issued by a trusted
autherity using a secure signature.

I Permanently store this excepti onl

| Confirm Security Exception Cancel

VIEW... Export... Delete... Add Exception...

oK




Click <Add Exception...> again

Input “https://127.0.0.1:44928” in <Location> and click <Get Certificate>

Certificate Manager X
Your Certificates People Servers Authorities
You have Add Security Exception X
certifid i You are about to override how Firefox identifies this site. =
/ @ . Legitimate banks, stores, and other public sites will not ask you to do

v DigiN — this.

Di Em https:(/127. 928 I Get Certificate D25
v DigilN View...

Di Permanently store this exception , 20...
~ The @ Caonfirm Security Exception Cancel

12"y TET OO TR FETTETTETT wrenesaay, rare 1, L

View... Export... Delete... Add Exception...
oK

Select <Permanently store this exception> and click <Confirm Security Exception>

Certificate Manager X
Your Certificates People Servers Authorities
Vou havd Add Security Exception X
Certifid 1 You are about to override how Firefox identifies this site, B
/ w . Legitimate banks, stores, and other public sites will not ask you to do
¥ DigiN — this.
Di{ Location: |http s//127.000.1:44928 Get Certificate 025
v DigiN  This site attempts to identify itself with invalid information. View...
Dif Unknown ldentity L 20...
The certificate is not trusted because it hasn't been verified as issued by a trusted
v The @ — .
authority using a secure signature,
12 il
I [“] Permanently store this exception I
| Lonfirm Security Exception Cancel
Wiew... Export... Delete... Add Exception...

oK




10. Click <OK>

Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

Certificate Name Server Lifetime Expires On B
v DigiNotar
DigiNotar Root C& * Permanent Tuesday, April 1, 2025

v DigiNotar B.V.
DigiNotar PKloverheid... * Permanent Monday, March 23, 20...

v The Government of the H...

127.0.0.1 127.0.0.1:44928 Permanent Wednesday, June 11, ...
127.0.0.1 127.0,0.1:44828 Permanent Wednesday, June 11, ...

Wiew.. Export. Delete... Add Exception...
QK

11. Click <Close tab>. The digital certificates have been imported

o

F o L) firsfo:  aboubpreferemcesdprivacy

Back to top
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1.4 Importing of Digital Certificate into Firefox for macOS
(for Firefox Users only)

Skip this part if you are not using Firefox as your browser

1. Click <Launchpad> and then <Firefox>

([N
@ Sign in to Firefox
ks Privacy Protections

E New Window
©9 New Private Window

63 Restore Previous Session

Zoom - 100% <+
Edit

I\ Library
~0 Logins and Passwords

2 Add-ons
X% Preferences

,¢/ Customize...
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3. Click <Privacy & Security> and then <View Certificates...>

Xt Preferences X +

&« c @ @) Firefox  about:preferences#privacy

ﬁ' General

m‘ Home Allow Firefox to make personalized extension recommendations

Allow Firefox to send technical and interaction data to Mozilla

Allow Firefox to install and run studies
Q Search

Allow Firefox to send backlogged crash reports on your behalf

8 Sync
Security

Deceptive Content and Dangerous Software Protection
Block dangerous and deceptive content
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates
When a server requests your personal certificate

Select one automatically
Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates ) X
3 Extensions & Themes Security Devices...

@ Firefox Support

4. Click <Servers> and then <Add Exception...>

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

v DigiNotar

DigiNotar Root CA Permanent 2025%F 4818
v DigiNotar B.V.

DigiNotar PKloverhei... * Permanent 2020%3H23H

Add Exception...




5. Input “https://127.0.0.1:44828” in <Location> and click <Get Certificate>

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask
you to do this.

Location: | https://127.0.0.1:44828  Get Certificate

Cancel

6. Check <Permanently store this exception> and click <Confirm Security Exception>

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask
you to do this.

" Get Certificate

Location:  https://127.0.0.1:44828

This site attempts to identify itself with invalid information. View...

Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a
trusted authority using a secure signature.

Permanently store this exception

7 Confirm Security Exception Cancel




7. Click <Add Exception...> again
8. Input “https://127.0.0.1:44928” in <Location> and click <Get Certificate>

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask
you to do this.

Location: | https://127.0.0.1:44928| Get Certificate

Cancel

9. Check <Permanently store this exception> and click <Confirm Security Exception>

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask
you to do this.

Location:  https://127.0.0.1:44928 Get Certificate

This site attempts to identify itself with invalid information. View...

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a
trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel
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10. Click <OK>

Certificate Manager

Your Certificates People Servers

You have certificates on file that identify these servers

v (Unknown)

(Not Stored)

(Not Stored)
v DigiNotar

DigiNotar Root CA
v DigiNotar B.V.

View... Export...

11. Click <Close tab>. The digital certificates have been imported

Z¥ Preferences X | +

127.0.0.1:44828 Permanent
127.0.0.1:44928 Permanent

Permanent

Delete... Add Exception...

= C @ ©) Firefox  about:preferences#privacy

Authorities

202554 H1H

Back to top
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2 Guide to read Smart ID Card with Smart ID Card Reading
Software

After the installation and logging in eHS(S) again, the below Smart ID Card reading

interface will be shown. Please ask the service recipient’s to insert his/her Smart ID Card,
and then you can click <Read Card and Search>

(2 eHealth System (Subsidies) - Claim - Internet Explorer

ke
o

2. Enter Details 3. Complete Claim P
Search eHealth (Subsidies) Account

Practice KUNG CHUNG KONG - Branch 2 Clinic (2) &

Scheme [Health Care Vaucher Scheme

@ Document Type @

@ Hong Kong Identity Card O Certificate of Exemption

Please input information OR read Smart ID Card to search eHealth (Subsidies) Account (EFID
HKIC Symbol @

®a Oc OR Ou Oothers

;i (( .m | (Chip facing up)
HKIC No. L] : # 7 SAMPLE TRAAEERSE 1R SAMPLE
) HKIC Symbol HONG KONG PERN-ees comsns
Date of Birth I:I * W e (The first alphabet, which can 5 A (The
LEE, Chi Han be A, C R, U or otner alphabet) SAN, Chi Nan be A

ool 2621 2535 5T 4 3947 2535 5174
5% F1 | Dt of B — = i L 053
o el q’g‘}]; gz % 23-01-1568] B

A L S Ay wnsfal

g5 %8 EL W Date of lssor 5 < ERY Dot el lsoe

S e 4 & AR
1 HKIC No. {c668668 CE)] [ HKIC Mo, 668668 CE)]

L L S y .
(v
Privacy Policy | Impertant Notices | System Maintenance
< >
0% -
2. Click <Confirm> to read Smart ID Card
2 eHealth System (Subsidies) - Claim - Internet Explorer - m] X
~

Search eHealth (Subsidies) Account

X
[

The card holder has inserted the Smart ID Card and agreed to
gain access to the data stored in the chip.

Confirm Cancel
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3. Wait until the reading process is completed

& eHealth System (Subsidies) - Claim - Internet Explorer - O X

4. Remove the Smart ID Card

& eHealth System (Subsidies) - Claim - Internet Explorer - m} X

Completed.
Please return the Smart |D Card to the card holder.

Back to top
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3 Un-installation Procedures
3.1 Un-installation on Windows

1. Click <Windows Menu> and then <Windows Settings>

Settings

2. Click <Accounts>

Settings — O X

Windows Settings

| |:'-‘:l a setting

@ = 5

Network & Internet Personalization Apps
Wi-Fi, airplane mode, VPN Background, lock screen, Uninstall, defaults, optional
colors features

2 e ®

Accounts Time & Language Gaming
Your accounts, email, sync, Speech, region, date Game bar, DVR,
work, other people broadcasting, Game Mode

-

Ease of Access Privacy Update & Security

MNarrator, magnifier, high Location, camera Windows Update, recovery,




3. Ensure that you can see the word <Administrator>. If not, please contact your own IT
support for assistance

Settings - m} X

% Home Your info

| |:|-‘dasett|-'; b

Accounts

I A= Your info

E Email & app accounts

Sign-in options

Access work or school

A, Other people Create your picture

Q

Sync your settings @ Camera

B Browse for one

Have a question?
Get help

Make Windows better

4. Click <Apps>

Settings

Windows Settings

| ‘:iwz:lasstt\‘g A |
= L]
System Devices Phone
Display, notifications, Bluetooth, printers, mouse Link your Android, iPhone
power
O m—
AN o
a0 E | -
N o—
Network & Internet Personalization Apps
Wi-Fi, airplane mode, VPN Background, lock screen, Uninstall, defaults, optional
colors features
! ! (L)
AI'.'I?
Accounts Time & Language Gaming

Your accounts, email, sync,
work, other people

Speech, region, date

Game bar, DVR,
broadcasting, Game Mode
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5. Select <Smart HKID Card Reading Software> and click <Uninstall>
Settings - o x
€ Home Apps & features
Find a setting £ @ Smart HKID Card Reading Software
Food and Health Bureau 10/06/2020
1.0
Apps
F {2 Apps & features Modify Uninstall
6. Click <Uninstall>
- O d

Settings
Apps & features
This app and its related info will be
@ smart HKID ninstalled.
0

8% Home
o

1.0
Uninstall

Find a setting
Modify

Apps
! i Apps & features

7. Click <Yes>
Uninstall - Smart HEID Card Reading Software 1.0

0 Do you want to uninstall Smart HEID Card Reading Software?
Yes Mo
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8. Wait while the un-installation is in progress

{3 Uninstall - Srart HKID Card Reading Software 1.0 —

Uninstalling
Please wait while Smart HKID Card Reading Software is being uninstalled. @

COutput folder: C:

Removed Self Sign Certificate of eHR IDEAS Combao Client,

Remaoved Self Sign Certificate of eHS IDEAS Combo Client.

Extract: C:'\Usersywmkiss\AppData'Local \Tempinsg25F 1. tmp'SimplesC.dll. .. 100%

SmartIDCardReader 1.0

Close Cancel

9. Click <OK>

{9 Uninstall - Smart HKID Card Reading Software 1.0 >

Smart HEID Card Reading Software was successfully removed
from your computer,

10. Un-installation is complete

11. For Firefox users, please click here and follow the procedures to remove the digital
certificates

Back to top
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3.2 Un-installation on macOS

1. Click <Finder> and then <Applications>, and double-click <Smart HKID Card Reading
Software Uninstaller>

Favourites [ Name Date Modified Kind

@) AirDrop & Smart HKID Card Reading Software Uninstaller  Yesterday at 9:07 PM Application
# Install macOS Mojave £ AM Application

@ Recents '
™ zoom.us

A\ Applications @ Google Chrome

) Desktop @ Citrix Workspace

Q Ppulse Secure

#il Packages

(;) Downloads == Keynote

i Numbers

) Documents

{2} administrator

Locations ¥l Xcode 23 Apr 2020 at 11:13 AM 16.85 GB Appl

] HA's MacBoo... W Pages A 54 v Apy
: , * » [B= Utilities 2020 at 2
@ Testing_env.1... Q Mail
@ MyVolume B TextEdit
@ Safari
2% Preview

M Ma D > B8 Applications > & Smart HKID Car

LYY

2. Click <Yes>

Are you sure you want to completely remove
Smart HKID Card Reading Software and all

of its components?
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3. Input your <Username> and <Password>, and click <OK>

Smart HKID Card Reading Software Uninstaller
wants to make changes.

Enter your password to allow this.
Username:

Password:

4. Click <Restart>

Smart HKID Card Reading Software is
completely removed. You must restart your

computer to apply these changes.

5. Un-installation is complete

6. For Firefox users, please click here and follow the procedures to remove the digital
certificates

Back to top
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3.3 Deleting Digital Certificate from Firefox for

Windows

Skip this part if you are not using Firefox as your browser

1. Click <Windows Menu> and then <Firefox>

*’\ Firefox

(€]
Q Get Help

8 Gnhnanla Chrame

L m e

2. Click <Open menu > and then <Options>

in O & E

& Sign in to Firefox >

ks Privacy Protections

B} Mew Window Ctrl+ N
2 MNew Private Window Ctrl+Shift+P
a Restore Previous Session

Zoom - o 4+ A
Edit ¥ b g
1Y Library 5

w0 | ogins and Passwords
W Ldd-ons Ctrl+5Shift+ 4

#7  Custormize...




Click <Privacy & Security> and then <View Certificates.

L

bautpralieinsRpivacy

= 3 a & Fratas

L Find in Dnpticns

Firefox Data Collection and Use

@y Home
We strive 10 provide you with chaices and collect only whiat we nesd to provice and imgrove
Q search Firefon far everyone. We sways s permissian before receiving personal infoematica,
Privacy Motice

At Fipefon ta send techrical and interactian cata ta b

Ataw Firefoo b

Allaw Firefow ta install and nun stucies View Firsfon stodies

At Firefox ba send bagklcgged crash reacets an yaur behalf

Security

Software

ive Content and e
+#| Block dangerous srd deceptive cortent Leam more
| Block dangerous downlosds

1 Warn you sheu unwaned sed ungomm on sofiveare

Certificates
‘ihen @ server requests your personal certificate.
Select oo automatically
8 fskyou every bme
uery DESP resaonder sarvers ba canfirm the ourrent validity of

M
cartificates.

Wiew Certiicates...

Sedurity Davices...

# Extensions & Trames

& Frwtosuppent

m o &

Click <Servers> and select the certificate with Certificate Name <127.0.0.1:44928>, and

click <Delete>

Certificate Manager

Your Certificates People Servers Authorities
You have certificates on file that identify these servers
Certificate Name | Server | Lifetime | Expires On |EF'v
DigiMotar Root CA  * Permanent Tuesday, April 1, 2.
~ DigiMNotar BV,
DigiMotar PKlover... * Permanent Monday, March 23,...
~ The Government of t...

127.0.0.1 127.0.0.1:44828 Permanent Wednesday, June 1... v
Yiew... Export... Add Exception...

Ok
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5. Click <OK>

Delete Server Certificate Exceptions *

Are you sure you want to delete these server exceptions?

127.0.0.1

If you delete a server exception, you restore the usual security checks for that server and require it uses a

valid certificate.
Cone

6. Select the certificate with Certificate Name <127.0.0.1:44828> and click on <Delete>

Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

Certificate Mame | Server | Lifetime | Expires Cn |EFv'
~ DigiMotar
DigiMotar Root CA  * Permanent Tuesday, April 1, 2...

~ DigiMotar B.V.

DigiMotar PKlover... * Permanent hMonday, March 23,...

“ The Government of t..

127.0.0.1 127.0.0.1:44828 Permanent Wednesday, June 1...

Add Exception...

QK




7. Click <OK>

Delete Server Certificate Exceptions x

Are you sure you want to delete these server exceptions?

127.0.0.1

If you delete a server exception, you restore the usual security checks for that server and require it uses a

valid certificate.

8. Click <OK>

Certificate Manager x

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

Certificate Mame | Server | Lifetime | Expires On |EF'v
~ DigiMotar
DigiMotar Root CA * Permanent Tuesday, &pril 1, 2...

“ DigiMotar B.V.

DigiMotar PKlover.. * Permanent Monday, March 23,...

WiEw..., Export... Delete... Add Exception...

oK




9. Click <Close tab>. The digital certificates have been deleted

o o

“— & W E¥ Firafo:  aboubprefererceséprivacy

Back to top
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3.4 Deleting Digital Certificate from Firefox for macOS

Skip this part if you are not using Firefox as your browser

1. Click <Launchpad> and then <Firefox>

HAOOUIPEIINORROAE »'s) I

2. Click <Open menu> and then <Preference>

i\ €D
@ Sign in to Firefox
ki Privacy Protections

€ New Window
©0 New Private Window

€ Restore Previous Session
Zoom — 100%
Edit

I\ Library
=0 Logins and Passwords

2 Add-ons

X% Preferences

,¢/ Customize...
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3. Click <Privacy & Security> and then <View Certificates...>

$# Preferences X +

&« cC @ ©) Firefox  about:preferences#privacy

{} General

Allow Firefox to send technical and interaction data to Mozilla

Q Home Allow Firefox to make personalized extension recommendations

Allow Firefox to install and run studies
Q search

Allow Firefox to send backlogged crash reports on your behalf

8 Sync
Security

Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content

Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate

Select one automatically

Ask you every time

Query OCSP responder servers to confirm the current validity of

certificates

& Extensions & Themes

® Firefox Support

View Certificates...

Security Devices...

4. Click <Servers> and select the certificate with Certificate Name <127.0.0.1:44828>, and

click <Delete>

Your Certificates

Certificate Manager

People

Servers

You have certificates on file that identify these servers

v (Unknown)
(Not Stored)
(Not Stored)

v DigiNotar

DigiNotar Root CA

w DigiNotar B.V.

View... Export...

127.0.0.1:44828
127.0.0.1:44928

Permanent

Permanent

Permanent

Delete... Add Exception...

Authorities

2025%4[18
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5. Click <OK>

Are you sure you want to delete these server exceptions?

127.0.0.1:44828

If you delete a server exception, you restore the usual security checks for that server and

require it uses a valid certificate.

6. Select the certificate with Certificate Name <127.0.0.1:44928> and click <Delete>

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

v (Unknown)
(Not Stored) 127.0.0.1:44928 Permanent

v DigiNotar

DigiNotar Root CA Permanent 2025%4K1H

v DigiNotar B.V.
DigiNotar PKloverhei... Permanent 2020%3H23H

View... Export... Delete... Add Exception...
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7. Click <OK>

Are you sure you want to delete these server exceptions?

127.0.0.1:44928

If you delete a server exception, you restore the usual security checks for that server and
require it uses a valid certificate.

Cancel | (0] ¢

8. Click <OK>

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these servers

v DigiNotar
DigiNotar Root CA Permanent 20255%4A818
v DigiNotar B.V.

DigiNotar PKloverhei... * Permanent 2020%3H23H

Add Exception...




9. Click <Close tab>. The digital certificates have been deleted

3% Preferences X +

< C ® &) Firefox  about:preferences#privacy In @O ® =

Back to top
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